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Effective January 1, 2004, every organi-
zation which handles personal informa-
tion in the course of commercial activi-
ties will be regulated by the Personal In-
formation Protection and Electronic
Documents Act (”PIPEDA”).   Fundamen-
tally, subject to limited exemptions,
PIPEDA requires organizations to obtain
consent before handling the personal in-
formation of individuals.  Personal infor-
mation is very broadly defined in the leg-
islation as any information that identi-
fies an individual, with the exception of
information that identifies a person in his
or her professional/business capacity; that
is, the person’s name, position and busi-
ness contact information.  Organizations
are required to seek consent before or at
the time that the personal information is
collected, and must make reasonable ef-
forts to ensure that the individual is ad-
vised of the purposes for which the in-
formation will be handled.  An individu-
al’s consent may be either express or im-
plied, however,  organizations must ob-
tain express consent when handling “sen-
sitive” personal information such as fi-
nancial or health information of individu-
als.

Employee Personal
Information
Since January 2001, federally regulated
employers have been governed by
PIPEDA with respect to how they handle
personal information, including personal
information of employees.  While pro-
vincially-regulated organizations are
now regulated by PIPEDA when they
handle personal information in the course
of commercial activities, because

PIPEDA is federal legislation and for rea-
sons related to federal/provincial division
of powers under the Constitution Act,
1867, PIPEDA will not govern provin-
cially regulated employers when they
handle employee personal information
in the employment context.  However,
because PIPEDA broadly defines com-
mercial activity as “any particular trans-
action, act or conduct or any regular
course of conduct that is of a commer-
cial character”, certain activities, such
as those related to the sale of a business,
could require employers to handle em-
ployee information in a manner that is
compliant with PIPEDA.  Therefore, em-
ployers should be mindful that certain
uses and disclosures of employee per-
sonal information occurring outside the
normal administration and functioning
of the employment relationship could
trigger PIPEDA regualtion.

Further, PIPEDA holds organizations ac-
countable for “information that has been
transferred to a third party for process-
ing”, and requires organizations to “use
contractual or other means to provide a
comparable level of protection while the
information is being processed by a third
party”.   Accordingly, an employer’s dis-
closure of employee personal informa-
tion to third parties, such as payroll serv-
ices, Employee Assistance Plan  provid-
ers and outplacement firms, will likely
be caught by the legislation.  Similarly,
organizations such as employment agen-
cies and recruiting companies will also
be required to ensure that all third par-
ties to which personal information is dis-
closed are bound by agreements that re-
quire them to ensure that they will han-
dle the information in a manner compli-
ant with PIPEDA.
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Obligations Imposed
In addition to the requirements discussed
above, PIPEDA requires organizations to
implement other measures to ensure the
protection of personal information in
their possession and/or control.  Such
measures include the following:

•  Designating an individual (or team),
who will be accountable for ensuring
that the organization complies with
PIPEDA.

•  Identifying the purposes for the col-
lection of personal information before
or at the time the information is col-
lected.

•  Ensuring that personal information is
collected by fair and lawful means, and
that collection, use and disclosure of the
information is limited to and consistent
with the purposes identified.

•  Ensuring that all personal information
is secure and accurate, and is retained
only as long as is necessary for the
fulfillment of the identified purposes,
except as required by law (such as re-
tention requirements under the Income
Tax Act).

•  Allowing individuals access to their
personal information which is possessed
by the organization, subject to limited
exemptions.

•  Implementing a privacy policy that
describes the organization’s privacy
practices, and that communicates how
individuals can obtain access to their
personal information.

•  Providing internal processes to allow
individuals to raise challenges to the
organization’s compliance with PIPEDA
(i.e. an internal complaints process).

Consequences of
Non-Compliance
The enforcement provisions of PIPEDA
are triggered when an individual files a
complaint about an organization’s per-
sonal information handling practices.
The Privacy Commissioner of Canada
(“Commissioner”) may also initiate a
complaint if the Commissioner is satis-

fied that there are reasonable grounds
to believe that an organization is not in
compliance with the legislation.   Once
a complaint has been filed, the Com-
missioner’s office conducts an investi-
gation and may attempt to resolve the
matter through mediation or concilia-
tion.  The Commissioner may issue rec-
ommendations to the organization ad-
vising how it should improve its privacy
practices.  If the organization does not
follow the recommendations, the Com-
missioner may apply to the Federal
Court for a hearing, and the Court may
order the organization to correct its prac-
tices and/or award damages to the com-
plainant.   In addition, certain contra-
ventions of PIPEDA could result in the
imposition of fines to a maximum of
$100,000.

Although PIPEDA is now in force in
Ontario, given its complaints-based en-
forcement structure, organizations that
have not  commenced or completed
their privacy compliance initiatives
should still take the time to ensure that
they do so in a thorough and effective
manner.  There are a number of re-
sources available to assist your organi-
zation’s privacy compliance efforts, in-
cluding our firm’s professional Privacy
Law services that include:

•  assisting with privacy audits and gap
assessments;

•  developing privacy policies and com-
pliant practices;

•  drafting disclosure agreements for
third parties that require them to meet
privacy compliance obligations;

•  conducting training and education on
organization compliance obligations;
and

•  providing advice and representation
with respect to responding to complaints
and enforcement proceedings.

We invite you to visit our website at
www.ccaemployerlaw.com for more
information on PIPEDA and the serv-
ices we provide, or to access our risk
assessment checklist that we have
designed to assist organizations in
evaluating their current personal in-
formation handling practices.

7 Steps to
PIPEDA
Compliance

Become familiar with
PIPEDA’s provisions, with particu-
lar attention to the definition of
personal information and the ten
privacy principles in the Sched-
ule to the legislation.

Designate a privacy officer
(or team) who will be responsible
for the organization’s compliance.

Identify the general pur-
poses for the collection of per-
sonal information by the organi-
zation.   This exercise will assist
the assessment of what personal
information is required by the or-
ganization in order to conduct its
business.

Audit existing personal in-
formation holdings.   PIPEDA does
not permit the “grandfathering” of
personal information collected
prior to January 1, 2004 and, ac-
cordingly, such information could
be regulated with respect to fur-
ther use and disclosure.

Identify the “gaps” that ex-
ist between current practices and
compliant practices, and address
gaps by developing and imple-
menting compliant practices.

Develop a privacy policy
that sets out how the organization
handles personal information, and
that communicates access and
complaints procedures.   The pri-
vacy policy should address the ten
principles set out in the Schedule
to PIPEDA.

Communicate the compli-
ance strategy.  The privacy policy
and compliance plan should be
communicated to all personnel
within the organization.
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